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DATA PROTECTION/GDPR POLICY
It is a legal requirement for L&L Group LTD to comply with the General Data Protection Regulations, 25th May 2018 (GDPR). It is also company policy to ensure that every employee maintains the confidentiality of any personal data held by the company in whatever form. 
Data protection principles 
The company needs to keep certain information about its employees, customers and suppliers for financial and commercial reasons and to enable us to monitor performance, to ensure legal compliance and for health and safety purposes. To comply with the law, information must be collected and used fairly, stored safely and not disclosed to any other person unlawfully. This means that we must comply with the Data Protection Principles set out in the GDPR. 
These principles require that personal data must be:

· Obtained fairly and lawfully and shall not be processed unless certain conditions are met; 
· Obtained for specified and lawful purposes and not further processed in a manner incompatible with that purpose; 
· Adequate, relevant and not excessive; 
· Accurate and up to date; 
· Kept for no longer than necessary; 
· Processed in accordance with data subjects’ rights; protected by appropriate security;
· Not transferred to a country outside the European Union without adequate protection. 

In processing or using any personal information we must ensure that we follow these principles at all times. 

Data protection Controller

To ensure the implementation of this policy the company has designated Olivia Crookes as the company’s data protection lead. All enquiries relating to the holding of personal data should be referred to Olivia in the first instance.

Notification of data held 
You are entitled to know: 
· What personal information the company holds about you and the purpose for which it is used; 
· How to gain access to it; 
· How it is kept up to date; 
· What the company is doing to comply with its obligations under the GDPR. 

This information is available in the Staff Privacy Notice. 
Data security 
L&L Group are responsible for ensuring that: 
· Any personal data that held, whether in electronic or paper format, is kept securely; 
· Personal information is not disclosed either verbally or in writing, accidentally or otherwise, to any unauthorized third party;
· Items that are marked ‘personal’ or ‘private and confidential’, or appear to be of a personal nature, are opened by the addressee only

Our Data Protection policy outlines our rules and what we expect of you to comply with data protection laws.
You can help us comply by: 
· Knowing what personal data is in scope
· Being clear about our rules – creating, storing, sharing and disposing of personal data safely
· Finding out who our Data Protection Officer is and how to contact them
· Reading and implementing our Data Protection Policy
What is data protection?
Data protection is the fair and proper use of information about people. It’s part of the fundamental right to privacy – but on a more practical level, it’s really about building trust between people and organisations. It’s about treating people fairly and openly, recognising their right to have control over their own identity and their interactions with others, and striking a balance with the wider interests of society.
Data protection is essential to innovation. Good practice in data protection is vital to ensure public trust in, engagement with and support for innovative uses of data in both the public and private sectors.
The UK data protection regime is set out in the DPA 2018 and the GDPR (which also forms part of UK law).
What is ‘personal data’?
In short, personal data means information about a particular living individual. This might be anyone, including a customer, client, employee, partner, member, supporter, business contact, public official or member of the public.
It doesn’t need to be ‘private’ information – even information which is public knowledge or is about someone’s professional life can be personal data.
It doesn’t cover truly anonymous information – but if you could still identify someone from the details, or by combining it with other information, it will still count as personal data.
What is a ‘data subject’?
This is the technical term for the individual whom particular personal data is about. In this guide we generally use the term ‘individuals’ instead.
What is ‘processing’?
Almost anything you do with data counts as processing; including collecting, recording, storing, using, analysing, combining, disclosing or deleting it.
How does it apply to L&L Group LTD?
The law applies to any ‘processing of personal data’, and will catch most businesses and organisations, whatever their size. As a business we process personal information from our clients (including Business to Business – B2B) as a part of our day-to-day job responsibilities. 
Examples of data processed by L&L include; 
· Name and surname
· Home address
· IP address
· Email address
· Bank account information
What is a ‘controller’?
A controller is the person that decides how and why to collect and use the data. This will usually be an organisation, but can be an individual (e.g. a sole trader). If you are an employee acting on behalf of your employer, the employer would be the controller. The controller must make sure that the processing of that data complies with data protection law. Examples of controllers we use as a company include: Magic Accountants, Bibby, Quickbooks and Smart pensions. 
In this guide, we generally use the term ‘organisation’ or ‘you’ to mean the controller.
What is a ‘processor’?
A processor is a separate person or organisation (not an employee) who processes data on behalf of the controller and in accordance with their instructions. Processors have some direct legal obligations, but these are more limited than the controller’s obligations. Examples of processors we use are: Safety Culture, Lead Forensics, Smart pensions, Ionos and Joblogic. 


What is a personal data breach? 

A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. 
This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing personal data. A personal data breach can be broadly defined as a security incident that has affected the confidentiality, integrity or availability of personal data. In short, there will be a personal data breach whenever any personal data is lost, destroyed, corrupted or disclosed; if someone accesses the data or passes it on without proper authorisation; or if the data is made unavailable, for example, when it has been encrypted by ransomware, or accidentally lost or destroyed. 
Recital 87 of the GDPR makes clear that when a security incident takes place, you should quickly establish whether a personal data breach has occurred and, if so, promptly take steps to address it, including telling the ICO if required. 

What breaches do we need to notify the ICO about?

When a personal data breach has occurred, you need to establish the likelihood and severity of the resulting risk to people’s rights and freedoms. If it’s likely that there will be a risk then you must notify high risk to their rights and freedoms.
· We know we must inform affected individuals without undue delay.
· We know what information about a breach we must provide to individuals, and that we should provide advice to help them protect themselves from its effects. 
· We document all breaches, even if they don’t all need to be reported. 
Example Personal data breaches can include: 
· Access by an unauthorised third party;
· Deliberate or accidental action (or inaction) by a controller or processor; 
· Sending personal data to an incorrect recipient; 
· Computing devices containing personal data being lost or stolen; 
· Alteration of personal data without permission; and loss of availability of personal data.

What must I do if there is a personal data breach?

If you are made aware of a personal data breach, you must report this to HR with immediate effect. This will be recorded on the company ‘breach log’ and the breach will be assessed to determine whether or not it is ICO reportable. All breaches MUST be reported to the ICO within 72 hours and this includes weekends.

What do I do if a subject access request is received?

Forward the request to HR. The person requesting their data will then be asked to complete a ‘Data Subject Access Request Form’. As a company we have a legal requirement to respond to the request within 30 days. 

What must I do to protect the data I am handling?

You are responsible for making sure that the personal data you collect and process is handled securely. In order to do this you must ensure:
· All sensitive and confidential paperwork is removed from the desk and locked in a drawer or filing cabinet. This includes mass storage devices such as CDs, DVDs, and USB drives.
· All waste paper which contains sensitive or confidential information must be placed in the designated confidential waste bin. Under no circumstances should this information be placed in regular waste paper bins.
· Whenever a device with a screen is unattended for any period of time while on company premises (e.g. a computer screen, laptop, tablet or mobile device), the device must be locked and password protected.
· All computer workstations must be locked when the desk is unoccupied and completely shut down at the end of the work day. 
· Laptops, tablets, and other hardware devices must be removed from the desk and locked in a drawer or filing cabinet. 
· Keys for accessing drawers or filing cabinets should not be left unattended at a desk.
· Printers and fax machines should be treated with the same care under this policy:
· Any print jobs containing sensitive and confidential paperwork should be retrieved immediately. When possible, the “Locked Print” functionality should be used.
· Client information in site packs should not be visible and must be kept in a secure folder when being transported

How does L&L Group ensure data is ‘kept no longer than necessary’?

A retention schedule has been implemented to determine how long documents must be kept for and the reason / ‘lawful processing’ for this data. Once a document has reached its retention period it will be securely destroyed and recorded in the ‘Destruction of Records’ register. 

Under certain circumstances, by law data subjects have the right to:

Request access to their personal information (commonly known as a “data subject access request”). This enables data subjects to receive a copy of the personal information we hold about them. 
Request correction of the personal information that we hold. This enables the data subject to have any incomplete or inaccurate information we hold to be corrected.
Request erasure of personal information. This enables a data subject to ask us to delete or remove personal information where there is no good reason for us continuing to process it. They also have the right to ask us to delete or remove your personal information where they have exercised their right to object to processing (see below).
Object to processing of their personal information where we are relying on a legitimate interest (or those of a third party) as a lawful reason for processing the data. The data subject also has the right to object where we are processing their personal information for direct marketing purposes. In such scenarios we will temporarily stop processing the personal data in line with their objection until we have investigated the matter.
Request the restriction of processing of their personal information if they believe it is unlawful for us to do so, they have objected to its use or they require us to keep it in connection with legal proceedings. 
Request the transfer of your personal information to another party. 
If they want to review, verify, correct or request erasure of their personal information, object to the processing of their personal data, or request that we transfer a copy of their personal information to another party, please contact HR. 
They will not have to pay a fee to access their personal information (or to exercise any of the other rights). However, we may charge a reasonable fee if their request for access is clearly unfounded or excessive. Alternatively, we may refuse to comply with the request in such circumstances.
[bookmark: a710573]The data subject may be requested to provide specific information to help us confirm their identity and ensure their right to access the information (or to exercise any of their other rights). This is another appropriate security measure to ensure that personal information is not disclosed to any person who has no right to receive it.

Right to withdraw consent

In the limited circumstances where they may have provided their consent to the collection, processing and transfer of their personal information for a specific purpose, they have the right to withdraw their consent for that specific processing at any time. To withdraw their consent, they must contact HR. Once we have received notification that they have withdrawn their consent, we will no longer process their information for the purpose or purposes they originally agreed to, unless we have another legitimate basis for doing so in law. If they withdraw their consent, our use of their personal data which was collected before their withdrawal is still lawful.

For example, a data subject (in this example an employee) cannot request for their sickness details to be erased. This is because they L&L Group have a legal obligation to retain this information for 6 years post-employment. After this period has lapsed the information will be securely destroyed.
There are 6 legal basis for processing. To view the legal basis for all data held by L&L Group.
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